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Presenter
Presentation Notes
Welcome to Preparing Costco Member for EMV Success!EMV brings major changes to the industry and how card transactions are processed. This course contains six modules that will help you transition successfully through these changes. Each module focuses on a major component of a successful EMV adoption. Let’s get started!



EMV 

Learning 
Objectives 

EMV Essentials: Differentiate the value of the EMV chip card from the magnetic 
stripe card transaction 
 
Benefits: Identify the benefits of U.S. EMV adoption for major stakeholders 
including Costco members and cardholders 
 
History: Review the evolution of the EMV chip card 
 
EMV Cards and Transactions: Explain the differences between a magnetic stripe 
card and EMV chip card transaction  
 
Terminal Options: Analyze the features of terminal options to help Costco 
members make the best terminal choice for their business  
 
What’s Next: Associate the changes related to the adoption of the EMV chip card 
with the Costco members' need to proactively plan for a successful transition  
 

Presenter
Presentation Notes
Narration script: The factors driving the change to EMV create a sense of urgency for proactive preparation with a thorough knowledge of EMV Essentials, transactions, benefits and terminal options. Before getting started, let’s review our objectives. At the end of this course, you will be able to:Differentiate the EMV chip card from the traditional credit card transaction [EMV Essentials]Identify the benefits of EMV adoption for major stakeholders… customer, cardholder and Elavon. [Benefits]Understand the history of EMV [History]Explain the sequence of an EMV transaction process [EMV Transaction]�Analyze the features of terminal options to help customers make the best terminal choice for their business [Terminal Options]You’ll also know exactly what you need to do next [What’s next]



EMV 

EMV Essentials 

What do you need to 
 know about EMV?  

EMV 

Presenter
Presentation Notes
In this module, you will learn about EMV basics and the impact to your business with the liability shift. 



EMV 

What is EMV?  

• Europay, MasterCard, Visa 
– EMVCo is the organization responsible for 

developing a global standard for chip 
cards 
 

• Customer and account verification 
information resides in a secure 
computer chip embedded in the card 
 

• Three main functions 
 

Presenter
Presentation Notes
Narration Script:EMV stands for Europay, MasterCard, Visa and refers to EMVCo, the organization responsible for developing a global standard for chip cards. EMV is essentially a standard that dictates the interaction between a chip card and POS payment technology. It has three main functions which you’ll learn about in just a moment.



EMV 

Three Main Functions 

• Europay, MasterCard, Visa 
– EMVCo is the organization 

 
• Consumer payment application is 

resident in a secure Integrated Circuit 
Card (IIC) or chip – chip card 
 

• Three main functions 
– Authentication 

 

1. Improved card authentication to help 
protect against counterfeit cards 
 

2. With PIN code, improved cardholder 
verification to help protect against 
lost/stolen cards 
 

3. Transaction authorization using 
issuer-defined rules 

Presenter
Presentation Notes
EMV’s three main functions include:Card authentication to protect against counterfeit cards�Cardholder verification to protect against lost/stolen cards�Transaction authorization using issuer-defined rules



EMV 

It’s All About Integrity, 
Trust, and Risk  

• Help prevent counterfeit fraud through 
authentication and card verification 
 

• Define risk management limits for 
charge backs and fall backs  
 

• Better validate the integrity of the 
transaction 
 

• Service international card holders and 
help provide global protection  

Presenter
Presentation Notes
It’s all about integrity, trust, and risk! Elavon represents integrity to our partners and customers and they trust us to help them minimize payment risks. The continuously rising numbers of fraudulent charges drive the need for higher integrity and lower risk to:Prevent counterfeit fraud through authenticationDefine risk management parametersValidate the integrity of the transaction.



EMV 

EMV adoption is 
coming fast! 

• Card issuers are distributing cards that have 
BOTH magstripe and chip technology 
 

• Transitional period where cardholders may 
swipe or insert their chip cards 
 

• Be prepared to service customers with either 
kind of card 
 

• Consumers will need an adjustment period 
to get used to inserting, versus swiping, 
cards 

 

Presenter
Presentation Notes
As we have discussed, EMV adoption represents the introduction of computer chip technology in addition to the magnetic stripe card that has been used for some time. The EMV chip card contains a chip which provides higher security for cardholders and less fraud for our customers as well as banks.  Card issuers are distributing cards that have BOTH magnetic stripe AND chip technology. Magnetic stripe cards will not go away, but more cardholders will be moving to the EMV chip card in the future, so our customers must be prepared for both. October 1, 2015 is a critical date for customers to ensure they can accept EMV cards.



EMV 

U.S. EMV Adoption 

• Businesses must be using EMV 
enabled terminals to avoid (certain) 
fraud liability on October 1, 2015  

 
• Liability shifts from Issuer to 

business owners 
 
• “Pay at the Pump” acceptance 

methods have until October 2017  
 

Presenter
Presentation Notes
October 1, 2015 is quickly approaching and there are a lot of milestones for a customer to adopt EMV enabled terminals.  Keep in mind the terminal must be EMV enabled, meaning that it is able to actually process EMV cards and NFC contactless payments. Customers cannot just install “EMV capable” equipment.  If it is an EMV capable terminal and not an EMV enabled terminal, the transaction will not be processed as EMV and the liability shifts from the Issuer to our customers. Businesses with Automated Fuel Dispensers (also called “Pay at the Pump”) acceptance methods have until October 2017 to comply with the new standard. 



EMV 

Liability Shift Impact 

Oct. 2015 Business 
Owner 

NOT Covered 
• Card-not-present (CNP) transactions 
• Visa:   Lost and stolen fraud  

 

Covered 
• Domestic card transactions 
• International card transactions 
• AMEX, DISC, MC, VISA: Counterfeit 

card transactions 
• AMEX, DISC, MC: Lost and stolen 

fraud 
 

Presenter
Presentation Notes
Starting October 1, 2015, if a Costco business owner does not have an EMV terminal and the cardholder has an EMV card, the liability for a fraudulent transaction now lies with the business owner, not the issuer.  The liability shift covers both Domestic US and international card transactions. The liability shift does not impact card not present transactions because EMV chip payment types (contact and contactless) are only used in a face to face transaction. Each card brand defines the liability shift differently as shown here.



EMV 

Liability Shift Examples 

 Transaction     

Chip card at EMV 
terminals 

 
Magstripe cards at 

EMV terminals 
 

Chip card at  
Mag Terminals 

 
Contactless Chip at 

Mag Terminals 

Issuer holds the limited 
exposure that still exists 

 
Issuer holds liability  

(same as today) 
 

Costco business owner 
holds liability 

 
Issuer holds liability  

(same as today) 

Counterfeit Liability 

Presenter
Presentation Notes
Narration Script:Let’s look at some examples of the liability shift. Shown here are four types of transactions. For Chip cards at EMV terminals, the Issuer holds the limited exposure that still exists. If a magnetic stripe card is used at an EMV terminal, the Issuer still holds liability, the same as they do today. For a Chip card transaction at Mag Terminals, the Elavon customer holds liability. For a Contactless Chip transaction at a Mag Terminal, the Issuer hold liability, as they do today. 



EMV 

What If the Business Owner 
Doesn’t Get an EMV Enabled 

Terminal?  

• If a business accepts and 
processes a counterfeit card 
transaction on a non-EMV enabled 
terminal, the liability for the 
fraudulent transaction is the 
business’s responsibility, NOT 
incurred by the card issuers. 

• >$1B in losses each year due to 
counterfeit card fraud. 

Presenter
Presentation Notes
What if the Customer decides not to upgrade to a new EMV enabled terminal?The Payment Card Networks have announced that on October 1st, 2015, counterfeit fraud liability, which has traditionally been losses incurred by the card issuer, will be assumed by any business that does not have EMV enabled equipment capable of processing EMV cards. This means, by that date, if a business accepts and processes a counterfeit card transaction on a non-EMV terminal, the liability for that fraudulent transaction is the business’s responsibility, not incurred by the card issuers.



EMV 

Benefits for All 

This is a lot of change in 
the very near future. 

 
What’s in it for my 

business and my 
customers? 

EMV 

Presenter
Presentation Notes
It’s important to remember that the liability shift it is about more than just EMV. Chip-enabled terminals also have the functionality to accept both contactless and EMV chip payment—both of which are payment options that today’s smart consumer will be looking for and expect. In this module, you will identify the benefits of EMV adoption to major stakeholders (business owner and cardholder).�



EMV 

Benefits of EMV 

Cardholder Costco Member 
Business Owners 



EMV 

• Peace of mind and 
security confidence 

• Never lose sight of card 
• Global interoperability 
• Payment support via 

mobile devices that use 
NFC (Near Field 
Communications) & 
mobile wallets 

Benefits to 
Cardholders 

Presenter
Presentation Notes
With a significant reduction in fraud and skimming, EMV offers peace of mind to cardholders with an added protection of them never having to lose sight of their card. Whether cardholders insert the card or wave it over the reader, they maintain complete control of the physical card. It also strengthens global interoperability  for global travelers. For example, European travelers will be able to use their EMV chip cards in the U.S. and vice versa.A benefit that is driving more adoption is that EMV will support payments via mobile devices utilizing Near Field Communications (NFC) as those solutions take hold. 



EMV 

• Fewer fraud-related 
chargebacks 

• Increased international 
customer satisfaction 

• Helps foster the 
adoption and 
integration of other 
payment technologies 
via NFC 

Benefits to 
Costco 

Member 
Business 
Owners 

Presenter
Presentation Notes
Business owners will see a number of benefits as well, including fewer fraud-related chargebacks and an increase in international customer satisfaction. EMV will also help foster the adoption and integration of other payment technologies via NFC such as digital wallets



EMV 

U.K. Lessons Learned  

• Fraud and chargeback reduction on debit 
and credit cards fell by more than a 
quarter in 2009 
 

• Counterfeit card fraud—skimming and 
cloning—fell by more than 50% 
 

• Fraud and chargeback reduction on lost 
and stolen cards is at the lowest levels 
in 10 years 

Presenter
Presentation Notes
Successful EMV adoption is truly a win for everyone as evidenced by the fraud reduction experience in the United Kingdom. Fraud on debit and credit cards fell by more than a quarter in 2009�Counterfeit card fraud—skimming and cloning—fell by over half�Fraud on lost and stolen cards is at the lowest levels in 10 years



EMV 

History 

Evolution of the EMV 
Chip Card 

EMV 

Presenter
Presentation Notes
Narration Script:In this module, you will learn about the history of EMV.



EMV 

Evolution of EMV Chip 
Card 

 

1 2 3 4 5 6 7 8 9 
1970 

Presenter
Presentation Notes
Narration ScriptThe path to the global chip standard progressed over several years to create today’s EMV chip card. 



EMV 

1970 
Magnetic strip cards 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip Card 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

1977 
Microprocessor chip 

card invented 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

1979 First 
commercially 
available chip 

cards 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

1984 French 
 banks rollout 

smart chip cards 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

1994 Europay, 
MasterCard and 
VISA start work 

on EMV 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued. 



EMV 

1999 
EMVCo founded 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

2008 Contactless 
protocol 

published 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

2010 1 Billion  
EMV cards 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 

Presenter
Presentation Notes
Developer NotesInteractive timeline continued



EMV 

2015 
U.S. EMV Adoption 

1 2 3 4 5 6 7 8 9 

Evolution of EMV Chip 
Card 

 



EMV 

EMV Cards & Transactions 

What is an EMV Chip 
Card? What is an EMV 

transaction? 

EMV 

Presenter
Presentation Notes
In this module, you will learn about the basics of a chip card and how it differs from a magnetic stripe card as well as get a better understanding of EMV transactions. �



EMV 

What is an EMV Chip 
Card? 

• The EMV chip uses dynamic algorithms 
to perform functions that validate a 
card’s authenticity, store and encrypt 
data  

• Chip may be embedded in cards, mobile 
phones, etc.  

• Chip functions determined by EMV, Near 
Field Communications (NFC), and Card 
Issuer standards  

• EMV chip cards are much harder to 
counterfeit or copy (“skim”) than 
magnetic stripe cards 

Presenter
Presentation Notes
Narration ScriptThe chip uses dynamic algorithms during the transaction to prove the card is authentic. Chips are very versatile and may be embedded in cards, mobile phones and other devices. Chip functions are determined by EMV, NFC, and Issuer Standards. 



EMV 

Value of Additional 
Security 

• The additional security value of an 
EMV chip card applies only in the 
card present environment 
 

• EMV chip cards do not provide 
additional security for card not 
present scenarios such as mail order, 
telephone order, or eCommerce 
transactions   

Presenter
Presentation Notes
It’s important for businesses to understand that the value of additional security provided by an EMV chip card only applies to a physical card environment. EMV doesn’t help for “mail order”, telephone order, or purely eCommerce transactions. 



EMV 

Types of EMV Chip 
Cards 

Contactless Contact 

Presenter
Presentation Notes
There are two primary types of EMV chip cards… contact and contactless.



EMV 

• Chip is embedded in the 
card 
 

• Must be inserted into the 
reader on an EMV 
enabled terminal for the 
entire transaction 
 

• Contact points on the 
chip make contact with 
the card reader  

Contact 

Presenter
Presentation Notes
Narration script: For Contact cards:The chip is embedded in the card�The card must be inserted into the reader on an EMV enabled terminal so that contact points on the chip make contact with the card reader 



EMV 

• Chip may be embedded in 
the card, key fobs, stickers, 
mobile phones, etc. 
 

• Near Field Communications  
(NFC) technology 
 

• Proximity to a reader  
of less than 4 inches 
 

 
 

Contactless 

Presenter
Presentation Notes
For contactless cards: The ability to embed the chip into other devices holds great promise for cardholders’ ease of use. NFC is a radio-based interaction protocol that uses radio frequency transmission. It allows a chip embedded card or other device to be read without “dipping” the card into the reader and can perform within 4 inches of a reader. This capability is especially advantageous for our customers with the popularity of smart phones. 



EMV 

Transaction Differences 

 Contactless Contact 
Card held within proximity of 
the reader; does not require 
dipping 

Card is inserted (or 
dipped) into the reader 
 
 
Requires card to remain in 
contact with the reader for 
the duration of the 
transaction 
 

Faster payment experience 

Some steps may be 
performed after the card has 
left proximity of reader (e.g. 
online authorization) 

Presenter
Presentation Notes




EMV 

Contactless and 
 NFC Mobile 

• NFC enabled devices drive customer interest 
in adoption 
 

• Emergence of the “digital wallet”   
– A digital wallet employs software that is the 

electronic equivalent of a wallet for transactions 
and may reside in a mobile device.  

– Savvy cardholders are looking for this kind of 
payment option. It can also help businesses 
gather important data about their customers’ 
shopping habits.  

– Examples of wallets include: 
 
 

Presenter
Presentation Notes
Developer Notes:A digital wallet is like an electronic version of a wallet that resides in the cardholder’s mobile device. Increasingly, today’s cardholders expect this type of technology. As an added bonus, digital wallets help our customers gather data about their customer’s shopping habits.



EMV 

Key Differences 
Magnetic Stripe vs. Chip 

EMV Chip Magnetic Stripe 

Presenter
Presentation Notes
There are key differences between the transaction process for the Magnetic Stripe card and the EMV chip card. 



EMV 
Magnetic Stripe Card at Mag-Stripe 
Terminal:  

 
 A quick swipe of the magnetic 

stripe in the terminal 
 
 Terminal reads track data 

including the static security code, 
and the issuer decides to approve 
or decline purchase 

 
 Terminal and card do not interact 

when Authorization Response is 
approved 

 
 

Key Differences 
Magnetic Stripe 

Presenter
Presentation Notes
Magnetic stripe cards are swiped at the terminal, which then reads the track data including the security code. The card issuer approves or declines the purchase. There is no interaction between the terminal and card after the authorization response is approved.



EMV 

Key Differences 
EMV Chip 

EMV chip card at EMV Enabled 
Terminal or Pin Pad 
 
• EMV chip card is inserted and it 

remains there for the entire 
transaction 

 
• Cryptogram security code changes 

dynamically with every transaction 
 
• Issuer requests authorization request 

and cryptogram 

Presenter
Presentation Notes
The cardholder inserts their EMV chip card – the card must remain in the reader during the entire transaction.  Removing the card breaks the transaction.The cryptogram security code dynamically changes with every transaction (not a quick swipe); whereas a magnetic stripe card uses a static security code.



EMV 

CVM 
(Cardholder Verification Methods) 

U.S. CVM Options 

Signature Online PIN No CVM Required 
Low dollar, high volume 

Presenter
Presentation Notes
Now that you have a better understanding of the transaction processes, let’s look at Card Verification Methods (CVM). Shown here are three methods of cardholder verification. 



EMV 

Terminal Options 

How can I make the best 
choice for EMV terminals?  

EMV 

Presenter
Presentation Notes
In this module, we will analyze the features of terminal options to help customers make the best terminal choice for their business 



EMV 

EMV Terminals 

Contactless (NFC) EMV Contact 

Presenter
Presentation Notes
Terminals are designed to meet the needs of businesses and cardholders to provide higher levels of security and lower risk. EMV allows businesses to have complete control of their card and verify it by a PIN or signature. The consumer payment application is resident in a secure Chip Card and the card never leaves sight of the cardholder. NFC expands on EMV and opens up more ways for cardholders to pay for goods and services. For example, instead of using a physical credit card, a cardholder can place their mobile phone within 4 inches of the reader and complete the transaction because all information is stored in the phone itself or in the cloud. 



EMV 

Elavon and EMV: 
Terminals 

• Terminal lines 
– VeriFone VX Evolution 
– Ingenico Telium 2 

• Terminals are EMV enabled 
(Retail and Restaurant) 
– Certified functionality 

• Legacy terminals will not be 
“upgradeable”  
– Refer to EMV FAQ for more information 

Presenter
Presentation Notes
Elavon sells two terminal lines…. VeriFone VX Evolution and Ingenico Telium 2.Both lines are EMV enabled with Retail and Restaurant support for credit, PIN debit, EBT and gift card.It’s very important for you to understand that a legacy terminal cannot be enabled for EMV by adding an EMV peripheral.  They must purchase an EMV enabled terminal to be ready for the 2015 liability shift. Refer to your EMV FAQ for more information.Let’s take a look at the options for you to choose from. 



EMV 

Elavon and EMV: 
Terminals 

VX520 Countertop iCT250 Countertop VX820 EMV PIN Pad iPP320 EMV PIN Pad 

iWL250G GPRS 
Long-range wireless 

VX680B Bluetooth 
Short-range wireless  

VX680G GPRS  
long-range wireless 

Coming Soon 

iWL220B Bluetooth 
Short-range Wireless 

Coming Soon 

Presenter
Presentation Notes




VeriFone 
VX 

Evolution 

EMV 
Terminals 

Internal 
PIN Pad 

Dual 
Communication 

Mag 
Stripe 

Reader 

NFC within 4 
inches of 

reader 

EMV Card 
Reader 

Presenter
Presentation Notes




Ingenico 
Telium 

2 

EMV 
Terminals 

Internal 
PIN Pad 

Dual 
Communication 

Mag 
Stripe 

Reader 

NFC within 4 
inches of 

reader 

EMV Card 
Reader 

Color screen  

Presenter
Presentation Notes




EMV 

GPRS Long-Range 

GPRS long-range terminals: 
• Leverage mobile wireless capability. Each wireless terminal 

requires an additional wireless plan from Elavon. 
• AT&T wireless 

GPRS long-range terminals: 
• Ideal for businesses not bound by a 

physical location 
• Food delivery, lawn care, home parties, 

weekend antique malls or markets 



EMV 

Bluetooth Short-Range 

Bluetooth short-range terminals 
• Good for businesses who stay on location 

but prefer going to their customer 
• Pay at table restaurants, auto dealerships, 

jewelry stores 

Bluetooth  short-range terminals: 
• Uses secure, encrypted technology which allows 

only the base and terminal to communicate 
• Monitors channels to prevent interference from 

other devices 

Presenter
Presentation Notes
So why would a business choose one over the other?  GPRS long-range terminals are ideal solutions for businesses not tied down to a physical location. Think of businesses that bring goods or services to their customer’s doorstep, i.e. restaurant delivery, lawn care, home parties, weekend antique malls or flea marketsBluetooth short-range terminals are ideal for businesses where the terminals stay on location, but they prefer to go TO the customer instead of the customer having to come to a cash register to pay.  For example, pay at the table restaurants will no longer take customer’s cards to the back to swipe and bring a receipt for signature; waiters will bring terminals to the table, customers will insert their card, enter their pin, add their tip and sign the receipt, all before the card is removed from the terminal.



EMV 

What’s Next? 

What do I need to do to 
be prepared?  

EMV 

Presenter
Presentation Notes
�



EMV 

Sense of Urgency 

• Liability shift is October 1, 2015 
• Act now, prepare yourself 
• Get more information: 

– https://www.costcopaymentprocessing.com/ 

• Get Enabled, call Elavon EMV 
experts at: 844-223-7262 

 

EMV 

Presenter
Presentation Notes
Technology changes rapidly and Digital Wallets are emerging. Are your customers prepared to accept cardholders’ payments?Chargeback liability shifts are almost upon us. Now is the time to get ahead of the curve and ensure your customer’s payment hardware investment is capable of carrying them into the future. Are you doing everything you can to protect your customers and their cardholders?  The time to act is now to make sure your customer’s POS is capable of taking advantage of the latest security features such as EMV. 

https://www.costcopaymentprocessing.com/


Special 
Offer 
Until 

July 31st 

EMV 

Presenter
Presentation Notes
In an effort to help you prepare, we currently have a special offer for Costco Members that will expire on July 31st, so you must act soon to receive $100 off a Chip/EMV terminal with Near Field Communications that will allow you to accept Apple Pay and other mobile wallet applications



Thank You! 
for participating in 

Preparing Costco Members for EMV Success  

History EMV 
Essentials 

EMV 
Transaction Benefits Terminal 

Options 
What’s 
Next 

844-223-7262  
https://www.costcopaymentprocessing.com/ 

 

Presenter
Presentation Notes
Thank you for participating in the Preparing Costco Members for EMV Success. 

http://www.chipcardnow.com/
https://www.costcopaymentprocessing.com/
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